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Decision/action requested

To discuss and agree on drafting reply to S2-175309
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Rationale
3.1
NSSAI terminology
NSSAI and related terms are followings:
(1) "NSSAI" is a collection of at most 8 S-NSSAIs.
(2) "S-NSSAI" is Single-NSSAI that identifies a network slice.
(3) "Allowed NSSAI" is what identifies network slices that the UE is allowed to use. 
(4) "Configured NSSAI" is the NSSAI provisioned in the UE.
(5) "Requested NSSAI" is what UE provides to the network, e.g., at Registration procedure.
It is the Requested NSSAI that is sent by UE over-the-air and which is the topic of privacy discussion. 

The Requested NSSAI is contained not only in the NAS layer, but also in the RRC layer. 
In this document, for the sake of clarity, we will use terms Requested NSSAI-NAS and Requested NSSAI-RRC respectively.

OBSERVATION 1: The topic of discussion for privacy relates to the S-NSSAIs contained in the Requested NSSAI-NAS and the Requested NSSAI-RRC sent by the UE over-the-air.
3.2 Registration procedure with AMF relocation

Clause 4.2.2.2.3 in TS 23.502 specifies the following:
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OBSERVATION 2: Considering Registration of type "initial registration, the initial AMF only authenticates the UE. It does not establish NAS security context with the UE. See Step 2 above. Note that the motivation for adding authentication without setting up NAS security context in Step 2 was given as being a strategy to mitigate DoS towards target AMF.
OBSERVATION 3: The initial AMF has procedures defined with UDM and NSSF to retrieve Allowed NSSAI for the UE. See Step 3 and 4 above.

OBSERVATION 4: Considering Registration of type "initial registration, the target AMF again authenticates the UE. The target AMF also establishes NAS security context with the UE. See Step 9 above.
3.3
Privacy aspect of NSSAI

The S-NSSAI is composed of SST (Slice/Service Type) and SD (Slice Differentiator). There is a general agreed sentiment that the SST part is not privacy sensitive. The SD part on the other hand is optional, but if present, it may reveal that a particular slice is being accessed. Therefore, the SD part is the cause of privacy discussion.
SA3's current agreement on privacy aspect of NSSAI is that "The NSSAI shall be confidentiality protected whenever a NAS security context is available (as far as regulation allows)" [TR 33.899]. In practice, the said agreement is referring to the Requested NSSAI-NAS when security context exists. 
There are following issues, however, which are still undecided:

(1) Requested NSSAI-NAS when security context does not exist.

(2) Requested NSSAI-RRC when security context exists.

(3) Requested NSSAI-RRC when security context does not exist.

Further, there are also opinions in [2] that confidentiality protecting NSSAI, in general, is not effective because same type of information is also revealed by other means, e.g., usage of CSG (closed subscriber group) cells, dedicated PLMN, and dedicated frequency.
OBSERVATION 5: Confidentiality protecting the Requested NSSAI-NAS while leaving the Requested NSSAI-RRC unprotected means that slice related privacy becomes ineffective.
OBSERVATION 6: Even if both the Requested NSSAI-NAS and the Requested NSSAI-RRC are confidentiality protected, access to a particular slice may still be inferred from other mechanisms (e.g., usage of CSG (closed subscriber group) cells, dedicated PLMN, and dedicated frequency, etc.).
PROPOSAL 1: It is proposed that SA3 first discusses and makes clear decision on whether NSSAI privacy (including both Requested NSSAI-NAS and Requested NSSAI-RRC) will be part of Phase 1 or not. To that end, it is proposed that NSSAI privacy is preferably not part of Phase 1.
PROPOSAL 2: If not part of Phase 1 (which is the preferred proposal), then it is proposed that either SA3 recommends to not have any privacy sensitive slices in Phase 1, or SA3 acknowledges that there is no solutions relating to NSSAI privacy in Phase 1.
3.4 Analysis of the mechanism in which the UE selectively includes S-NSSAIs in the Requested NSSAI-NAS
There is a proposal in which the UE has information about "privacy sensitiveness" of slices. In other words, the UE knows which S-NSSAIs are privacy sensitive and which ones are not. In practice, it would mean that the UE does not include any privacy sensitive S-NSSAIs in the Requested NSSAI-NAS at Registration Request of type "initial registration". The UE will later send privacy sensitive S-NSSAIs once NAS security context is setup. 
That proposal has many inelegant aspects as follow (with reference to TS 23.502 flow shown above:

(1) As many as 3 authentications: First authentication is done by the initial AMF. The AMF knows the Allowed NSSAI but the UE will not send Requested NSSAI-NAS to the initial AMF because NAS security context is not established by the initial AMF. So the initial AMF will choose some target AMF. Second authentication is done by the target AMF along with establishing NAS security context. The UE sends the Requested NSSAI-NAS to the target AMF, and if that target AMF is not the correct one to handle that slice, another AMF redirection will happen. The third authentication is done by the yet another target AMF.
(2) Ineffective privacy solution: The proposed solution is supposed to hide the fact that someone is accessing a privacy sensitive slice. But by not including privacy sensitive S-NSSAIs, and including only the privacy non-sensitive S-NSSAIs, that solution seems to be doing the exact opposite. In order words, it is indirectly revealing that someone is accessing a privacy sensitive slice.

(3) Inflexible network slice deployment: The side effect of the proposed solution is that all the AMFs need to support all the authentication methods. In practice, that is not very realistic deployment scenario because of various reasons like downsized AMFs supporting only one authentication method. In such case, the AMF redirection may fail. Note that downsized AMFs may be deployed to fit some particular use cases (e.g., supporting only one authentication method) for various reasons, e.g. reducing cost.
OBSERVATION 7: The mechanism of UE selectively including S-NSSAIs in Requested NSSAI-NAS seems to be ineffective from privacy point of view and inefficient from signaling and deployment point of view.
3.5 Alternate privacy mechanism

If SA3 decides to handle NSSAI privacy in Phase 1, following alternate and arguably better privacy mechanisms are proposed.
3.5.1 Handling Requested NSSAI-NAS
In the light of recent agreement in SA3 to use HN public key for IMSI privacy, it seems only logical and beneficial to align NSSAI privacy with IMSI privacy. 

Doing so would in practice mean that the UE encrypts all S-NSSAIs (both privacy sensitive and privacy non-sensitive) using the HN public key and includes the encrypted S-NSSAIs in the Requested NSSAI-NAS. The default or initial AMF gets the decrypted S-NSSAIs from home network along with the Allowed NSSAI. (See Step 3 in earlier figure).
This mechanism does not suffer from any of the problems mentioned in the earlier mechanism. There is no significant change in the procedure flows. It is not visible over-the-air whether the UE is accessing privacy sensitive slice or not. This mechanism is also very simple since it provides a single mechanism for all kinds of slices.

We have considered other solutions that conceal the S-NSSAI for example by using pseudonyms and symmetric encryption. The former could be used by a-priori agreeing on pseudonyms between the UE and HN (for example an NSSAI pseudonym being specific for, and calculated by, the UE based on an Allowed NSSAI and an agreed pseudonym calculation method) and the latter by deriving a key from the permanent subscription root key. While both these solutions are valid, the preferred method is to use HN public key as it results in a system more aligned with IMSI privacy.

OBSERVATION 8: The mechanism of UE encrypting all S-NSSAIs in Requested NSSAI-NAS using HN public key seems to be effective from privacy point of view. Compared to the earlier mentioned mechanism where UE selectively includes S-NSSAIs, this mechanism also seems to be more efficient from signaling and deployment point of view.

PROPOSAL 3: If part of Phase 1, then for Requested NSSAI-NAS, it is proposed that SA3 choses a HN public key based privacy mechanism, similarly as IMSI privacy.

3.5.2 Handling Requested NSSAI-RRC
Regarding RRC layer, the following issues were undecided. So ways forward are discussed:

(1) Requested NSSAI-RRC when security context exists.

a. UE does not send any S-NSSAIs in RRC layer.

b. Instead, the UE sends some sort of AMF selection identifier which is less privacy sensitive than S-NSSAI. It would be in the scope of SA2/RAN to design such identifier.

c. Isolated/dedicated AMFs, i.e., the AMFs serving only one slice, will potentially be identifiable if an attacker puts extra effort. Note that if the AMFs are isolated/dedicated, then 5G-GUTI will itself reveal the slice type if an attacker puts extra effort.
(2) Requested NSSAI-RRC when security context does not exist.

a. UE does not send any S-NSSAIs in RRC layer.

b. RAN chooses default/initial AMF. 

c. This becomes similar to the case of Registration with AMF relocation.
PROPOSAL 4: If part of Phase 1, then for Requested NSSAI-RRC, it is proposed that UE never sends NSSAI in RRC layer and instead the UE sends some sort of AMF selection identifier.
PROPOSAL 5: It is requested to take this discussion paper into account while drafting reply LS and send the reply to both SA2 and RAN2.
4
Collection of observations

OBSERVATION 1: The topic of discussion for privacy relates to the S-NSSAIs contained in the Requested NSSAI-NAS and the Requested NSSAI-RRC sent by the UE over-the-air.

OBSERVATION 2: Considering Registration of type "initial registration, the initial AMF only authenticates the UE. It does not establish NAS security context with the UE. See Step 2 above. Note that the motivation for adding authentication without setting up NAS security context in Step 2 was given as being a strategy to mitigate DoS towards target AMF.
OBSERVATION 3: The initial AMF has procedures defined with UDM and NSSF to retrieve Allowed NSSAI for the UE. See Step 3 and 4 above.

OBSERVATION 4: Considering Registration of type "initial registration, the target AMF again authenticates the UE. The target AMF also establishes NAS security context with the UE. See Step 9 above.
OBSERVATION 5: Confidentiality protecting the Requested NSSAI-NAS while leaving the Requested NSSAI-RRC unprotected means that slice related privacy becomes ineffective.
OBSERVATION 6: Even if both the Requested NSSAI-NAS and the Requested NSSAI-RRC are confidentiality protected, access to a particular slice may still be inferred from other mechanisms (e.g., usage of CSG (closed subscriber group) cells, dedicated PLMN, and dedicated frequency, etc.).
OBSERVATION 7: The mechanism of UE selectively including S-NSSAIs in Requested NSSAI-NAS seems to be ineffective from privacy point of view and inefficient from signaling and deployment point of view.

OBSERVATION 8: The mechanism of UE encrypting all S-NSSAIs in Requested NSSAI-NAS using HN public key seems to be effective from privacy point of view. Compared to the earlier mentioned mechanism where UE selectively includes S-NSSAIs, this mechanism also seems to be more efficient from signaling and deployment point of view.

5
Detailed proposal

The collection of proposals made in this discussion paper follow:
PROPOSAL 1: It is proposed that SA3 first discusses and makes a clear decision on whether NSSAI privacy (including both Requested NSSAI-NAS and Requested NSSAI-RRC) will be part of Phase 1 or not. To that end, it is proposed that NSSAI privacy is preferably not part of Phase 1.
PROPOSAL 2: If not part of Phase 1 (which is the preferred proposal), then it is proposed that either SA3 recommends to not have any privacy sensitive slices in Phase 1, or SA3 acknowledges that there is no solutions relating to NSSAI privacy in Phase 1.

PROPOSAL 3: If part of Phase 1, then for Requested NSSAI-NAS, it is proposed that SA3 choses a HN public key based privacy mechanism, similarly as IMSI privacy.

PROPOSAL 4: If part of Phase 1, then for Requested NSSAI-RRC, it is proposed that UE never sends NSSAI in RRC layer and instead the UE sends some sort of AMF selection identifier.

PROPOSAL 5: It is requested to take this discussion paper into account while drafting reply LS and send the reply to both SA2 and RAN2. Our draft proposal is in S3-172350.
��Two Tdocs were visible in portal in the last meeting.


�This is new since "S3-171790".





_1561199460.doc




NRF







Target �AMF







NSSF







Initial �AMF







(R)AN







5 Namf_Communication_RegistrationCompleteNotify







3a. Nudm_SubscriberData_Get(slice specific info request)







Nudm_SubscriberData_Get(slice specific info request)



















7b. Initial UE message



 











7a. Reroute NAS message 











6b. NF Discovery Response 







4b. Slice Selection Response 







4a. Slice Selection Request 







3b. Nudm_SubscriberData_Get response







12. Registration Complete







11. Registration Accept







8. AUSF selection







AUSF







9. Authentication/Security







10. Steps 11-21 of figure 4.2.2.2.2-1.







6a. NF Discovery Request 







Old AMF







UDM







(B)







7c. N2 message











7b. N2 message 











(A)







2. Optionally step 4-9a of figure 4.2.2.2.2-1.







7a. Reroute message 











1. Initial UE message
















